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Abstract

Steganography is the art of information hiding, which embeds a confidential data into a
cover message such as image, audio, video and text. It preserves the existence of a
secret data and makes it undetectable. Digital images are commonly used in
steganography due to the popularity of digital image transmission via the Internet.
However, the tradeoff between high capacity of secret data, and high security and
quality of stego image is a key issue. In this thesis, an image steganography technique
based on Haar Discrete Wavelet Transform (HDWT), Lempel Ziv Welch (LZW)
algorithm, Optimal Pixel Adjustment Process (OPAP) and Genetic Algorithm (GA) is
proposed. Firstly, the cover image is divided into non-overlapping blocks of nxn pixels.
Then, the HDWT is used to transform each block from a spatial domain to a frequency
domain. This increases the robustness of stego image against attacks. To increase the
hidden capacity and security, LZW algorithm is applied on the secret message. After
that, the GA is employed to embed the encoded secret message into cover image
coefficients. GA is used to find the optimal mapping function for each block. Thus, the
hidden capacity and quality of stego image are improved. Finally, the OPAP is applied
to reduce the embedding error between the cover image blocks and stego image blocks.
This is considered a further improvement of stego image quality. The experimental
results are evaluated by four standard images as covers, and with three types of secret
messages. The results demonstrate high visual quality of stego image with large size of

embedded secret data compared with recent techniques.



-”

Aadal)

il g opall s by seall Jie gUag Al y 8 4y o iy Cpenaly o iy 53 alal) 58 o glaall 1) Gle
Ll geall 22l CRESUALG pue Ledaay s G pudl Al 3m 5 oliAls o gk o shaall olis) ale il
Aot JSLERN () i Y e A ) geal) Sl 35S0 T i e slaall elid] le a5 (3L e
s3a 3 Alaadl s ) geall Allall 5 gall 5 (V1 ) AELAYL 2 pud) bl A0S 3 Jial e glaal) clid) alal
Bay) 53 s ((HDWT) dhmdiall il g sall Ja a3 aladinly 5 ) gaaall 3 cilaslaall olas) #1538 &5 a5 kY
pansi oy Y 51 (GA) Aiand) Ae 3,1 530 5 (OPAP) JuSall Jaaml JTiall laall 5 «(LZW) il s a3 Jsed
Jaall e A S Jysail HDWT aladiad oy ol Jus () X O Lgena Adlaia e JS ) el 3 ) 5
i iyia¥) g s lBAY) daw 52l 35 Clangll am Aiacaall 5 ) gaall Al (e 3y 3 138 5 20 1) Jlae ) IS
&b bada) Ay el Al ) Graail GA axdind cdlld ang 4wl Al )l Je LZW 4wl sa Gpakss
SBAY) dan Gl S o138 5 A JST 5 uadl) Ay e ) diall GA a23id elaall ) a5 lalas
3 sallyelaall 5y s o Cpeadll Uad e Qo OPAP (arabai oy o paly Aiemall s pall 535
Luld e ao )l A s oladll ZlS an®i 2 ddedaall 3 sall 33 ga Guuad (e 138 4 3y Aieadl)
e Aandl sy salligle 45y 5asm Al Hedad Ay ) il (e gl il A5 cpllae ) gua Craadini

Vi



